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Abstract

The rapid development of artificial intelligence applications and their widespread use has
triggered this study. It aims to shed light on an emerging phenomenon of artificial intelligence
crimes, known as Deepfake technology. This topic is among the modern subjects in the field of
criminology that has not yet received sufficient attention. There are few Arab and Western studies
that have addressed Deepfake technology without elaborating on its types and countermeasures.
The research problem centers around the nature of the crimes that can be committed using
Deepfake applications and examining the extent to which Anti-Deepfake laws are effective
against malicious use of this technology. The researcher adopted an inductive analytical approach
and a descriptive method based on gathering information from various academic and non-
academic sources. Additionally, a comparative approach was used. The research concluded with
several results, the most important of which are: Deepfake technology is a double-edged sword
that can be used to commit traditional crimes in a modern way. Therefore, we recommended the
need to issue special legislation for Deepfake that addresses the types of crimes, punishment
and compensation for the damages resulting from each crime. Thus, the study contributes to
enriching legal and academic knowledge about this technology and its effects, providing a legal
framework for dealing with the risks associated with it, and offering a model for future studies
.in this field

Keywords: Deepfake definition; Legitimacy of Deepfake; Deepfake crimes; Deepfake laws;

Deepfake countermeasure
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2 B. Chesney & D. Citron, Deep Fakes: A Looming Challenge for Privacy, Democracy, and National Security, California
Law Review, (107) (2019) 1753.
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5 T.J. Hancock & N.J. Bailenson, The Social Impact of Deepfakes, Cyberpsychology, Behaviour, and Social Networking,
Vol. 24, No. 3 (2021) 149.

2024 ¢ S (il sl ot SN Aol 5 Al 3 A 2 501 Aol 130



Wigai Graell cujill aila :laiaslgo Juwg (gelilhnyl Al allya

a3 hozntr U € Gl Gl 301 225 55 31 2V 115 Lol i il 235 2SUOY1 3100
bl Cilez e bty o glall war Lo dazall i sl gy Lol 313Vl il Lo ol
Al 25 3 el J sl ney 05U gl Bl V1 ) 8L apslSY1 b s apslsY)

duwljadl daA

g3 M Hem Ilas Ol e Jad iy o 40 3015 0 sk B 5 ool sl oLz O]
cw\%ﬂ\r}@ué%@,«ﬂ\M\Qd)@%‘&&j@jcéwﬂjchMJ%w
- e
Groell aujill ogaso jguadi ciling

sl LA peb ) ool L ¢ el sSI wlicdes g 3 o jluze 15 5kas JUL) aal gy
s 8255 al a g cGoand) iy 5300 5 Al il g Sldoudl o qal a0 I AW (st 5
e ooV (g gl u s a8 oy [0t e (6 2 LY dad | ol ghas e stz )
5y ey Granll i 53 iy 55 100 53 ] Il e o s Loyl ol 26 95 el o L 5
Graell caujill caspei: JgVl gpall

el g ) s Ak 5 488 8 pme (e o Y Grandl iy 5l 0 e b1

Geordl G5 Jos 248 1Y

Learning) Geoad! aladl 3 503 o 2 lao V1 SN by Sl Aol 215 g2 ool iy 31
(I 5T S dadl a5 3 el s asliast ool Lo G padl SCay VT s 0 5 (Deep Model
2=l (voice cloning or synthetic voice) is s g 45,0 o CL«L?uj s sLiil jaadis ga
iz (g 22 I3 oV G Ay s B 51 o 3,508 Qs (Ll 4o e fo Y1 b Gl
S b plel 0503 (L5 LoV el g el dm ) Bndl s 55 Sy (BRI e GLE
bp;;.;.ﬁ\dUJJCE\jJ\&:E;-J:EYml@;&:ﬁjubjpjjuLSfudﬁBJijprW\uM|
313kl Wl 1S @ 5 ald Ludidl ey Lodadl iy 9l JST IS Jasery 0B U 058 doedl
s LY

«u,b)ulucjjzj\QLQ.&»Mwwjassguwf\baﬂ\&}&owgwﬁm
lan) 3los 3 OL| Jor 2 & & & Co-Ul |3 e e il I (Generative Adversarial Networks)

6 T. Dobber, et al., Do (Microtargeted) Deepfake Have Real Effects on Political Attitudes? The International Journal of
Press/Politics, Vol. 26 (1) (2021), p. 72.

131 2024 Ul ‘.Ja...ll sdadl ¢ e CIL el ¢ ad dasla (o g3lal & gl dledl



Opleo jgnio palleNe

oLl I e el (gan e OldRS galiaze Gl e 5)ke 25 2014 el (Goodfellow
PO o S ¢(Generator) JJ Jll s &30 5 (Discriminator) sl s 1sY1 iK 206 (g
STl elas] B AW aKadl e (o (6 sioeadd iid | 5 2 5 UL o smadd) 5 2280 5V
Gl Lol e ey CRAAH SUL e b puedl (L Y1 Al S Y Sy w3150 o3
el YA 8 e B3 0 0 5k oy (6522 G e W1 IS S o el O
u.n)JJJM‘M\d)k?uﬁ‘}:ijl\SJMWﬁSJy@OT%ﬂLAWMdUJ@wﬂj
oo S e S s ool o ghd A e g Bas 12 U5 peo elish gl o sk o W B EL) )yl
oo iz g 2155 g0 i Qs ) ) U1 I3 bty L Bidd 6 gl o GG Bk 2 L
JiuﬁC;\jj\j:\a,a;\Jlggijpiajyn;\@yw\jM\Oﬁguu.\awsgug{jgﬂ\
ﬂjﬁcW\jgf;ﬂ‘)M\&MdL’M U.Aj .QW\ 3)}«0.” wﬁ%mjj‘fﬂ"l‘f&
- S 095 Lpaliseal s i Ao 55 05058 s e Gas g s 5 el s S
O A G Bl Janss o 85k Aland] et SO 12 2l Lt (6 el 23 50201 045

o3 Gl e S o geg JE ) £l pusendl O Grandl i 1 28 ek Ll
o oSN ST sl Sl e sl s dadly medle g gl et Al ULl
I o d gaoed) b plaenanls iy 1 (5 sl 2 5] OISV ol Ll 00d ozl s WAL shall
w3y g st Joo s o faned) dsline (358t Comnol Sliss 0 02 5 T(Reface) Gk
JL B U 0555 815 55 g0 plbsezal IS e Sy QUL Gl e D ) Gl I slue)
o S O Gugrall Gasetl) jead G Jomd do pasendl Jpa N e ST Pl 5
S ) L)

7 Chesney & Citron, supra note 2, p. 1760.

8 L. Daniel et al., Deepfakes and International Conflict, The Brookings Institution, Washington DC. (2023), p. 3.
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11 G. Fowler, Anyone with an iPhone Can Now Make Deepfakes. We Aren’t Ready for What Happens Next (2021), The
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2023).

12 Shivangi, A, 15 Best Deepfake Apps & Websites that You Must Try (2023). https://www.smartprix.com/bytes/14-best—
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13 Fowler, supra note 11; R. Tolosana, et al., An Introduction to Digital Face Manipulation, In Handbook of Digital Face
Manipulation and Detection: From DeepFakes to Morphing Attacks, Christian Rathgeb, et al (eds.) Springer, 2022. 4.

14 A. Rehan, «12 Al Voice Cloning Tools to Create Seamless Authentic Voiceovers,» (2023). https://geekflare.com/ai-voice-
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